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Result annotation

The result was achieved in the form of image steganography model and software prototype to
verify the authenticity of images.

The image steganography model is based on the embedding and extraction of messages using
positional matrices, which are generated by the Optimized Model of Pulse Coupled Neural Network
(OM-PCNN) [1, 4]. Selected neural networks for hidden data encryption and image hashing were
also tested as part of the solution [2, 3].

The software prototype (Fig. 1) is based on the proposed image steganography model, symmetric
encryption using AES-256 and a cryptographic hash function SHA-2 with a 512-bit fingerprint. The
OM-PCNN weights are initialized by steganographic key to increase the security of the
steganographic model.
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Fig. 1 Software prototype architecture
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