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PREFACE 

The workshop was organized with the aim to bring together scientists, researchers 

and practitioners from any country and provide an open platform for discussion 

about recent research developments and future trends in creative and informal 

atmosphere. 

 

Topics: Application of various methods from knowledge extraction, management 

and artificial intelligence, such as: 

 automated reasoning, 

 information retrieval, 

 data mining, 

 machine learning, 

 knowledge representation, 

 ontologies reasoning, explanation, 

 neural networks, argumentation, automated question answering, 

 description logics learning algorithms, 

 and others 

with applications in 

 system monitoring, 

 information intelligence sharing, 

 malware detection, 

 malware features analysis, 

 ontology based security, 

 context reasoning, 

 ontology models for security domain, 

 incident detections, share schemes and responds strategies, 

 and others 

The fields of interests of the workshop include topics related to knowledge sharing 

in various domains. Therefore the topics are not limited to the information security 

domain. 

We would like to thank all our colleagues, authors and participants for their help in 

organising the workshop, for nice presentations and fruitful discussions and we 

wish to have chance to organize togehter another workshop AKMIS.   

Š. Balogh 

I. Budinská  

M. Homola 
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New trends and challenges in cybersecurity research 

Ivana Budinská
[1]

  

1 Institute of Informatics, Slovak Academy of Sciences, Dubravska cesta 9, 845 07 Bratislava, 

Slovakia 

 

budinska@savba.sk 

The year 2021 was affected by the pandemic situation with Covid 19. This was also 

reflected in the area of cyber security. In particular, the use of remote work has in-

creased in many ways and new phishing schemes have emerged. Other trends in cyber 

security include the expansion of ramsomware, attacks on clouds and cloud services, 

asnd influence of Big Data. The influence of Artificial Intelligence – AI, is also an 

important paradigm that envinced itself in 2021. Authentication methods, especially 

multifactor authentication and biometric methods have also advanced significantly. 

There are more and more agents and a lot of data in virtual space, including people. 

New methods specific to the protection of personal data are emerging. With the grow-

ing number of users of cloud services, attacks on clouds and cloud services are also 

increasing. In a complex virtual space, the effort to easily log in using a single veri-

fied account, for example for google, is becoming more and more intense. However, 

this requires an increase in data protection to prevent identity theft and unauthorized 

access. An important new element is the massive use of AI, not only for automated 

security systems, big data analysis, but also for automated attacks that use data modi-

fication models and model-stealing techniques. AI and big data methods are widely 

used for malware detection. Due to the inconsistent terminology used in the field of 

cyber security, several initiatives are emerging that seek knowledge support and a 

semantic approach to cyber security. Figure 1 shows the current EU ecosystem for 

cyber security. Only through a joint and sustained effort can we effectively resist 

attacks and reduce the risks of threats from cyber attacks. We all have to keep in mind 

that prevention is always better than cure. 
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Fig. 1. EU Cybersecurity Ecosystem,                                             

https://ec.europa.eu/newsroom/dae/redirection/document/77511 
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Towards Explainable Malware Detection

Martin Homola and Elena Štefancová

Comenius University in Bratislava, Mlynská dolina, 84248 Bratislava, Slovakia

Malware detection is an important problem in information security. Historically,
large number of diverse methods have been applied on this problem, including
some AI methods such as machine learning [6].

Many of these approaches are successful in that they can detect intrusions
and raise warnings, but they are not able to provide more detailed information
from which a useful explanation – why the warning was raised – could be derived
and presented to the user.

We propose to apply methods from the so called eXplainable AI (XAI) area
[1] to address this issue. Some of the methods that could be useful are briefly
outlined below.

If the data samples that are on the input of the malware detection problem
are annotated by a suitable ontology, concept learning [7] can be used to learn
structured concept descriptions that may be translated to human readable char-
acterizations of why a given sample was recognized as malware. This idea was
investigated by Švec et al. [10] in the ORBIS project.

Neural-symbolic methods such as neural-symbolic concept learner [8] or ex-
plainable deep neural networks [2] rely on layered neural network models from
which some human readable form of characterization of the learned categories
can be extracted, e.g. graphical prototype or simple if–then rules. In theory, these
approaches may be tried to replace the symbolic concept learner, and could pos-
sible improve the learning efficiency, however the usefulness of the extracted
characterizations in the malware detection area must be verified by further re-
search.

Knowledge-base embedding [4] allows to translate facts from symbolic knowl-
edge bases into vector spaces. Consecutively subsymbolic methods can be applied
and e.g. new facts can be learned which thanks to the embedding can be inter-
preted back in the original knowledge base. Such methods could possibly be used
to learn classifications of malware (e.g. for detection) taking into account also
the embedded symbolically represented knowledge.

Similar applications may also work using logic tensor networks [3] which of-
fer symbolic first order logical language with a real semantics in which terms
are interepreted to n-ary vectors and logical operations have infinitely many
truth values from the interval [0, 1]. Logic tensor networks thus allow to com-
bine learning and reasoning with knwoledge represented in a powerful symbollic
language.

For more detials on recent research in neural-symbolic AI including also other
promissing methods refer to the recent surveys [5, 9].
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Application of Knowledge Methods at
GreyCortex Research

Petr Chmelar

GreyCortex, Brno 612 00, Czechia
{petr.chmelar,research}@greycortex.com

https://www.greycortex.com/research

Abstract. There is a general agreement on the necessity of application
of knowledge methods in the information security community.
But what kind of knowledge we have, can get and share? And, more im-
portantly, what information we can derive, share and provide customers
to make their IT and OT operations more secure and reliable?

Keywords: Network Visibility Detection and Response · Risk analysis
· Artificial Intelligence · Attack patterns · Threat Intelligence.

Introduction. GreyCortex applies advanced Knowledge Methods and Machine
Learning, as anomaly detection, to network traffic analysis, visibility, threat
detection, performance monitoring, and response to protect governments, critical
infrastructure, healthcare and other enterprises against various threats as APTs
conducted by state sponsored and other criminal organizations.

The Challenge of GreyCortex Research at the moment, is to assess the risk
of all communicating partners, services, applications, their networks and each
communication. We recognize two distinct types of assets – local and global:

– The Local Network, which is completely monitored for most threats.
– The Internet, for which we need to gain more knowledge.

The Local Network. Our customers are mainly interested in what devices
(assets) they actually have in the network, what vulnerabilities they contain
and how to prioritize them so that they know what to focus on in their limited
time and budget. We simply quantify the risk as the probability that an attacker
will try to exploit an existing vulnerability and how critical it would be:

Risk = Threat× V ulnerability ×Asset value (1)

In order to get the asset value, we automatically assign a category (tag)
to all assets according to its purpose and type of organization (eg. domain con-
troller, router, e-mail and web server or a client) to determine its value by a
weighted multiplication, based on what device with how many clients or other
devices communicates and how much its services are used. We try to find out
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what products are on the device in the form of CPE (Common Product Enu-
meration) - briefly vendor, product and its version, to which are assigned known
vulnerabilities by CVE. Optionally, it is possible to manually identify devices,
services or subnets with the critical impact on the organization.

A threat is any circumstance or event that may adversely affect an asset
through unauthorized access, destruction, disclosure, modification of data, or
denial of service. We try to enumerate it using the GREYCORTEX Mendel
NDR system. The general assumption is that malicious events are anomalous,
but unusual behavior can be the result not only of security but also of operational
and other problems and even regular events. We map atomic events into the
MITRE ATT&CK matrix (both for IT and OT networks) and assign severity
to individual tactics and techniques, similarly to CVSS for vulnerabilities.

The Internet. Of course, we can’t monitor the whole Internet, but we can
detect who is scanning, attacking or stealing data of a protected organization. If
we have the customers’ consent, we can share this information. It includes IP
address, hostnames, domains or URLs including their registrars, probable coun-
tries and autonomous systems, ports, services, certificates used or even records
of the communication as PCaps and other attributes as emails, file hashes, and
device logs in the near future.

In addition to each Indicator of Compromise above, we can provide MITRE
ATT&CK pattern together with the type of organization under attack and coun-
try in which it resides, so it eventually would be possible to derive the attack
campaign as provided by MISP Project or ESET Threat Intelligence. But we
are not there yet. These IoCs are rarely confirmed and since they are derived
automatically, they may include some amount of false positives. Thus, we are
looking for a cooperation to finish this goal.

However, at the moment we have a concept of a GREYCORTEX Research
DomAInt – an open extension of Chrome, Firefox and Opera browsers, which
classifies bad domains without sending your data anywhere. It was created as
a toy to demonstrate our capabilities of applying various knowledge methods
and especially Machine Learning based on white and black lists of our product
Mendel. Once we are happy with the results, it will become a part of our new
platform for sharing cybersecurity information augmented by Artificial Intelli-
gence ThreAInt. It will not only include a user friendly search engine, but also
classify unknown IPs, domains, certificates etc. based on their badness score.

Cooperation. As we have briefly described what we can provide, and what we
are looking for research and technological cooperation, let’s sum it up.

We are looking for a cooperation to get and share more and better Threat
Intelligence data and methods to derive more useful information from it to make
the world a safer place, together.



A Look Into Security Policy Mining⋆

Roderik Ploszek1[0000−0002−3192−0630] and Matúš Jókay[0000−0002−8058−9294]

Slovak University of Technology in Bratislava, Slovakia
Institute of Computer Science and Mathematics
{roderik.ploszek, matus.jokay}@stuba.sk

1 Introduction

Fundamental part of security in an operating system is access control. It de-
termines which system entities (subjects) have access to other system entities
(objects). Decision to allow or to reject an operation is based on the current
access control policy.

There are many access control models that define what is considered a sub-
ject, object and an access. One simple example is access control matrix [2], where
rows are subjects and columns are objects. Permissions are then stored in cells
of the matrix.

Access control modules used in current operating systems are more complex
and usually cover more than one security model. As an example, SELinux secu-
rity module [3], one of the security modules for Linux, includes type enforcement,
RBAC, UBAC and MLS model.

2 Mining security policies

Security policy is usually created by the system administrator, who has consid-
erable knowledge of the system and knows the interactions between applications
on the system. Automatic generation of the security policy would help the ad-
ministrator when creating the policy and also would eliminate potential mistakes
in the configuration.

Works [4] and [1] focus on mining role-based policies from existing ACL
configuration. Xu and Stoller [5] present an algorithm that mines attribute-based
access control rules from security logs without preexisting security policy.

Security policy mining needs certain requirements to work correctly. Audit
has to be executed on a working, unbreached system. Also, recorded logs rep-
resent only the lower bound of access permissions. Thus, there is a need to
sometimes expand the generated rules, so they cover every possible legitimate
access.

Data gathered from logs can be then mined to create a security policy for a
specific security model. Generated rules have to cover detected accesses in the
system. In order to keep an optimal number of rules, duplicated and overlapping
rules are merged together.

⋆ This research was sponsored by Slovak Republic under grant APVV-19-0220.
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Abstract. The computer systems can help with identification of threats and 

malware attacks in a digital information space. Traditional protection tools such 

as antivirus software and conventional detection tools are not always effective, 

as malware authors are always trying to overcome such a traditional and protec-

tive barrier. An innovative procedure should be placed for such cases to help 

with the protection or detection of exploits or malware, at least to warn about 

potential security issues for a given system. In this paper I apply a K-means 

clustering algorithm on a freely available dataset SABU which contains a rec-

orded security events (attacks, exploits) collected through the one-week time-

scale. In the result I can distinguish the key features of the threat agents which 

are sorted to different clusters. I can also describe the characterization of these 

clusters. 

Keywords: malware, virus, SABU dataset, threat agent, threat agent clustering, 

unsupervised learning. 

1 Introduction 

A malware detection is important part of the computer security field nowadays. While 

a security issue may be only a static hole in the system, allowing a potential attacker 

to break through and exploit or infiltrate the system, malware is an active threat which 

damages the system actively during a time flow.  

We could prevent the exploits by applying a periodic update for the system or using 

tools which can “immunize” the system. Also, a conventional antivirus can help with 

the analysis of the system or it can help to detect an active threat such as malware or 

virus. 

An active threat, a malware or virus is ordinary detected by a comparison of the 

sample of binary code with a binary code sample from the database of the antivirus 

software. If there is an increased similarity, an alarm could be raised, and such an 

infection treated. But this method is not always effective and as the number of mal-

ware and virus codes increase, there is a need to search for the innovation. Analyzing 

the logs and security events can provide a vital information about the malware.  

In this paper I analyze the security events of the recorded incidents of various catego-

ries through the one-week timescale. From the individual security reports, I create the 

threat agents and then I apply the unsupervised learning with K-means clustering 
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algorithm. In the result, there are several clusters of threat agents which are separated 

by several features collected from the security events logs. 

2 Dataset 

For my setup I downloaded SABU dataset published at [1]. There is about 11 million 

of threat events covering a time scale of one week recorded in the WARDEN1  sys-

tem. I performed several stages of preprocessing. First, a deduplication according to 

Husák [2]. Next, I further prepared the data based on the work of Bajtoš et al. [3]. For 

this stage, I used an auxillary data of ISP “Aux_1A_Geolocation-csv” supplied with 

the data and retrieved the information about ISP based on a target IP addresses. In this 

stage, I also created a table with 12 columns for the properties as stated by Bajtoš. 

The next stage was to convert individual security events to threat agents, thus merging 

the rows based on the same source IP address. The resulting table was a vector con-

sisting of 47 elements. The difference between the vector sizes stated by Bajtoš (41) 

and mine (47) was caused by the difference in the numbers of the source protocols 

and categories of attacks used. My dataset was different from that used by Bajtoš. The 

resulting dataset contained 736,369 records of individual threat agents. 

3 Results 

On Table 1 there are three clusters and their sizes after performing K-means cluster-

ing. I tried two and three clusters with a Manhattan distance function. Further increas-

ing the number of clusters (to four) had no impact on general stability of three clusters 

(fourth cluster was very small). 

Table1. Resulting clusters after performing K-means clustering 

Cluster Absolute size Relative size in % 

1 315,167 43 

2 78,188 11 

3 343,014 47 

On Fig. 1 there is a visualization of clusters based on two features. we can see that the 

cluster 3 is characterized by an increased number of threat agents that are attacking 

different ISPs and IP addresses. On Fig. 2 there are three clusters and two categories 

of threat agent attacks. See Classifications and enumerations page2 for details. The 

first type is Malware and the second is Vulnerable.Configuration. 

Red and blue threat agent clusters are characterized by attacking only one ISP and one 

IP address. The gray cluster threat agents are attacking several different ISPs and IP 

 
1  https://warden.cesnet.cz/en/index 
2  https://idea.cesnet.cz/en/classifications 
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addresses. Red cluster contains an increased number of threat agents which attacks 

were qualified as Malware or Vulnerable.Configuration. 

  
Fig. 1: Three clusters on X axis. Y axis displays threat agent clusters that are at-

tacking several different ISP – networks (left) and threat agents that are attacking the 

number of different targets – IP addresses (right). 

 
Fig. 2: One ISP and Malware (left). Red and blue threat agent clusters separated 

from the gray cluster. Y axis: increased number of Malware type attacks and X axis: 

one ISP (1) or not one ISP (0). One ISP and Vulnerable.Configuration (right). 
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Abstract. Attack trees constitute a repository of knowledge that cap-
ture, classify and share security related information on varying ways a
system may be compromise. This information can be converted into an
ontology system for tracking and identifying the current state of a vul-
nerability in the system.

Keywords: Attack trees · Information security · Opacity · Automata ·
Ontology.

Introduction

Attack trees [1] constitute a repository of knowledge that capture, classify and
share security related information on varying ways a system may be compromise.
Now, suppose we have an expert who can draw attack trees, and we can observe
some of attacker’s actions but not all of them. We want to know in which state
is ongoing attack at the moment. More precisely, we want to know whether we
can deduce the state of attack under such incomplete information. To solve this
problem, we translate the attack tree to non deterministic finite automata, which
express various ways how the system can be compromised. Then, the question
of deductibility of the state of the attack can be reduced to question of current
state opacity (see [2]) for this automata. If the automata is non current state
opaque, then the state of the attack can be identified. There are many algorithms
and techniques already developed to check current state opacity for a given non
deterministic finite automata. Hence, they can also be used to (indirectly) check
whether a state of an attack can be identified.
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Product fuzzy logic may be used to represent knowledge with graded levels of
truth. It is based on the product t-norm, one of the prominent examples of
continuous t-norms, which is intuitive to human understanding.

The field of automated theorem proving in product logic on the proposi-
tional level is very scarce in terms of existing implementations. Some are based
on evolutionary algorithms [2], others on translations into satisfiability modulo
theories [1, 6]. These solutions are efficient and versatile, as in addition to the
product t-norm, they also operate over Gödel and Łukasiewicz t-norms. How-
ever, they do not leverage the benefits of treating the product t-norm with main
focus, and lack the transparency of a direct approach designed without relying
on translations into other systems.

In our previous work [5] we have developed a satisfiability solver based on
the product fuzzy generalization [4] of the Davis-Putnam-Logemann-Loveland
(DPLL) procedure [3]. Besides standard product logic operators, it also sup-
ports the Monteiro-Baaz ∆ operator and the strict order and equality operators
(≺, P). The solver is self-contained and easy to extend. Experiments show that
our approach is superior to existing solutions when used with small inputs and
formulae with certain properties where our specialized treatment of product logic
proves to be beneficial.
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Abstract. In this paper we discuss the two approaches how to deal with intelli-

gent data after creating such as datasets in attack detection systems. 

Keywords: Intelligent data, artificial intelligence, machine learning. 

1 Intelligent data and artificial intelligence 

1.1 Future direction 

Currently, technologies for artificial intelligence (AI) are reaching their potential, and 

research is reversing the inputs to algorithms for artificial intelligence (AI). We can 

also deduce this from the statements of Alexander Wissner-Gross [1] who claim that 

“perhaps the most important news of our day is that datasets — not algorithms — 

might be the key limiting factor to development of human-level artificial intelligence” 

It is therefore questionable how we can create such data types, whether we have cur-

rently fulfilled the assumptions and requirements Authors in [2] writes that to be able 

to obtain suitable data, usable as intelligent data, it is necessary to process the data 

using Taxonomies, Semantics and Ontology.  Ontology has the potential not only to 

record the required knowledge but can also capture the relationships between ele-

ments and objects. To make real use of the collected data, it is necessary to ensure 

enough information and dataset size. Here we see a problem for the general expansion 

of AI technology, as large enough datasets are often available only to special institu-

tions or large corporations. The second way is to create a solution based on data shar-

ing and their integration from various sources. In this case, the ontology offers its 

possibilities as a suitable solution for the integration of various databases. There are 

more initiatives for sharing today, and the idea is becoming increasingly supported. 

There are solutions like MISP1 maintained by CIRCL2 Luxembourg, openDXL3 from 

Mcefee is also an interconnected service that communicate and share information for 

real-time, accurate security decisions and actions. It use the Data Exchange Layer 

(DXL) fabric. The solutions integrate existing standards, try to unify the dictionary, 

create taxonomies for common communication. For the sharing of suitable structures 

 
1 https://www.misp-project.org/ 
2 https://www.circl.lu 
3 https://www.opendxl.com/ 
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and types of information, so-called playbooks4 are used, where a general overview of 

the techniques, tactics, and procedures (TTPs) are displayed and stored. Develop in 

this direction is advancing rapidly, even though we still encounter several problems 

that need to be addressed. I have sketched some in my publication5. The question for 

research in the field of detection systems development, however, is that in the case of 

creating intelligent datasets with sufficient information, what will be their further use. 

Let's face it two possibilities. Datasets can be an input for ML algorithms where algo-

rithms are learned and create patterns for detection. We then deploy the learned algo-

rithm in the detection system. The second option is to search for attack patterns in 

available datasets manually by experts or with ML algorithms newly created for this 

purpose. Consequently, the given rules can be deployed in rule-oriented detection 

tools. In other works, our goal is to discuss the advantages and disadvantages of the 

given directions and to look for a more suitable variant. It is a difficult issue, as the 

result is influenced by many factors. The level and quality of the "Intelligent Dataset 

“, development of new ML explainable algorithms, improvement of standard algo-

rithms and use of deep learning algorithms Even with the creation of the first intelli-

gent data, it is possible to research the issue more closely and find a suitable path. 

Maybe the difficulty of training manifests itself is a problem and the search for attack 

patterns with new algorithms will prove to be more appropriate, but it will also show 

up with real testing. 
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1 Introduction

Advance of malicious software (often called malware) has become a huge prob-
lem in recent years. According to the latest reports [2], various forms of malware
(mostly ransomware) were reported as a top threat in 2020, while antivirus com-
panies were detecting hundreds of thousands unique samples per day. Nowadays,
traditional machine learning approaches are used for separation of malicious and
benign executable files [3]. Although these approaches seem to be ideal for mal-
ware detection task, there are still numerous research problems in this area such
as limited explainability, vulnerability against adversarial examples or concept
drift.

2 Description Logics Concept Learning

Alternative approach to traditional machine learning is so called description
logics concept learning. In this approach, datasets consist of huge ontologies,
which contain numerous logic facts from a specific domain. Then, complex class
expressions (e.g. describing a concept such as malware) can be learned by pro-
viding positive and negative examples. Various concept learning algorithms such
as OCEL or CELOE are implemented in the DL-Learner, state of the art frame-
work for supervised machine learning in description logics [4]. Main advantages
of this approach in malware detection are fully explainable results in form of
learned class expression and higher robustness against adversarial attacks. Pre-
liminary results were also published in paper [1].
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Abduction [5] is a reasoning task that, given an observation that is not deduc-
tively derived by the knowledge base, allows to generate hypotheses what else
needs to hold in order for the observation to be derived.

Abduction may be used as a powerful diagnostic tool. For example, assume
a knowledge base that contains rules formalizing which diseases cause certain
symptoms. Given an observation consisting of a particular set of symptoms,
the abductive hypotheses offer candidate diseases that may possibly cause this
combination of symptoms.

In our previous work we mainly focused on the development of an abductive
solver AAA [8] that can be used for so called ABox abduction over ontologies.
(ABox abduction involves observations and hypotheses in form of extensional
knowledge as oposed to intentional TBox abduction or even more general knowl-
edge base abduction [2].)

We have also investigated the encoding of medical diagnosis into ABox ab-
duction problem on a use case of diabetes mellitus [7]. Other applications that
have been investigated in literature include, e.g. system diagnosis [3], ontology
repair [10] and debugging [9], semantic matchmaking [1], and multimedia inter-
pretation [6, 4].
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